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To:  Mayor, Ladies and Gentlemen 
 

Risk Management Strategy/Policy 
 
 

1.0 SUMMARY OF THE REPORT 
 
1.1 Risk Management is defined as ‘The coordinated activities to direct and control an 

organisation with regard to risk’ and Risk as the ‘effect of uncertainty on objectives’ 
(ISO 31000, 2018 Risk Management).   

 
1.2 Risk Management is a main feature of the Council’s governance and is widely 

accepted as being a main element of the governance framework.  The Council’s Risk 
Management Strategy/Policy has been reviewed in line with its Governance 
Improvement Programme, which forms part of the Recovery, Transformation and 
Improvement (RTI) Plan.   

 
1.3 Risk Management is not simply a compliance issue but rather a way of viewing our 

operations with a significant impact on long-term viability. It is critical to success and 
a focal point for the Council’s Corporate Management Team and Councillors.     

 
1.4 By identifying and managing threats and opportunities through an effective Risk 

Management Strategy/Policy, the Council can increase the likelihood of success and 
reduce the likelihood of failure.   

 
1.5 An audit was carried out by SWAP Internal Audit Team in the spring of 2019 

regarding Risk Management at the Council.  One remaining action from that audit is 
the approval of the updated Risk Management Strategy/Policy (Appendix 1), i.e. the 
purpose of this report.   
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1.6 When developing the strategy/policy, the Council has worked with peers from other 
Councils as well as using best practice from known organisations that are experts in 
the field.  We have also used internal challenge, e.g. Governance and Audit 
Committee, Corporate Support and Resources Scrutiny and Corporate Management 
Team.   

 
1.7 The main enhancements to our existing Risk Management Strategy/Policy are 

focused on the introduction of inherent, residual and target risk; enhancing our Risk 
Categories and Risk Appetite Statement; embedding the risk process; and managing 
opportunities (Positive Risk).  This shows how the Council is responding to our need 
as set out in the Councils’ Recovery, Transformation and Improvement (RTI) Plan 
and the outcomes of the SWAP audit.   

 

1.8 If this Risk Management Strategy/Policy is approved we will update associated 
documents, implement the changes, apply the governance arrangements set out in 
the strategy/policy and report regularly on progress.  This will support how we 
continue to deliver our objectives and meet our outcomes.  We will continue to work 
with others to support us in how we continuously improve.  One example is being a 
founding member of the new all Wales WLGA (Welsh Local Government 
Association) Risk Management Network.   

 

2.0 RECOMMENDATION that 
 
2.1 The Council’s Risk Management Strategy/Policy (Appendix 1) be approved. 
 
 

3.0 INTRODUCTION AND BACKGROUND 
 
3.1 Risk Management is a main feature of the Council’s governance and is widely 

accepted as being a main element of the governance framework.  ‘Manging risks 
and performance through robust internal control and strong public financial 
management’ is one of the seven key elements.  This is shown in more detail on 
page 68 of our Risk Management Strategy/Policy (appendix 1).  This is reinforced in 
the Council’s Annual Governance Statement (AGS) and the Governance and Audit 
Committee’s (GAC) work programme.   
 

3.2 The Council’s Risk Management Strategy/Policy has been reviewed in line with its 
Governance Improvement Programme, which forms part of the Recovery, 
Transformation and Improvement (RTI) Plan.  This follows the key principle of ‘Plan 
Do  Review  Improve’ that was approved by Council in March 2022 as part of 
our Performance Management and Quality Assurance Framework which is part of 
our Corporate Well-being Plan.   
 

3.3 This Risk Management Strategy/Policy is a large part of how the Council meets its 
statutory duty of ensuring that our management of risk is adequate and effective and 
that we have a sound system of internal control which facilitates the effective 
exercise of our functions and includes arrangements for the management of risk. 
 
 



3.4 Therefore, our Risk Management Strategy/Policy has been updated and 
strengthened to ensure we continue to: 
 

 Strengthen out governance and 
infrastructure 

 Ensure employees understand the 
benefits of risk management 

 Identify, assess and prioritise our 
risks 

 Ensure the correct culture exists to embed 
risk management 

 Ensure risks are treated and 
controlled appropriately 

 

 Implement strong risk management 
practices when working with partners and 
third parties 

 
3.5 The table below sets out the Importance of Risk Management in Public Sector. 
 
Potential dangers of not having 
effective risk management in place 

 Wider benefits of establishing an 
efficient system of managing risks 

 

 Inadequate risk horizon scanning, 
resulting in emerging threats and 
opportunities being overlooked 

 

 

 Increased probability of reaching 
strategic and operational objectives 

 

 No control of critical risks, as risk 
appetite and tolerance are not 
established 

 

 Achieved a balanced view in 
managing opportunity and risk 

 No one is responsible or accountable 
for risks 

 

 Improved service delivery and value 
for money 

 Council is not aware of the risk 
profile, as there are no risk reporting 
mechanisms 

 

 Informed Council’s decision-making 

 Counterparties can bring significant 
risk into the Council’s profile, as their 
risks are not analysed 

 

 Understanding of how to manage 
key risks and associated cost/benefit 
analysis 

 
 Reputational risk and negative impact 

on government funding 

 

 Protected interests of key 
stakeholders i.e. the Cabinet and the 
public 

 
 Negative public perception 

 

 Minimised financial impacts through 
reduced incidents 

 
 
 
 
 
 
 
 



3.6 A view of Risk Management good practice is set out below.   
 
 

 An engaged Leadership Team 
 
 

  Effective and informed 
decision-making 

• Set objectives and directions for the rest of 
the organization to follow 

 

 • Use good quality information which includes a 
combination of financial, performance and risk 
information in decision making 

 

• Communicate clearly to the organization on 
key threats and opportunities to help staff 
engage with managing these risks 

 

 • Ensure reports are concise and focused to help 
direct attention to the most pertinent issues 

 

• Foster a culture where risks can be talked 
about openly without fear of blame 

 

 • Consider not only current but also future 
implications to the delivery of the 
organization’s objectives 

 

 
Proportionate and informed 
response to risk 
 

 
 

Rigorous process for 
evaluating risks 

• Articulate risk appetite in different areas of 
operation 

 

 • Evaluate risk on the benefits/ cost basis 
 

• Define where the Council is prepared to 
tolerate more or less risk 

 • Quantify the likelihood and potential impact of 
risks, and compare with the costs of associated 
mitigating actions 
 

• Highlight areas where excessive or inadequate 
controls are in place to help prioritise 
resources 

 

 • Use analysis methods such as scenario 
planning and sensitivity testing 

• Empower staff to make decisions on priority 
areas for investment based on defined risk 
tolerance 

 

 

 
Clear ownership and accountability 
 

 

 

Continuous improvement 

• Define responsibilities for identifying, 
communicating and addressing risk 

 

 • Reflect and learn from own or others’ 
experience about how risks have been 
managed 

 
• Communicate expectations and escalation 

routes 
 • Identify good practice and failures  

 
 • Share knowledge on how risk has been dealt 

with to all parts of the organisation 

 
 
 
 



3.7 Risk Management is defined as ‘The coordinated activities to direct and control an 
organisation with regard to risk’ (ISO 31000, 2018 Risk Management). 
 

3.8 Risk is defined as Risk is defined as the ‘effect of uncertainty on objectives’ (ISO 
31000, 2018 Risk Management).   

   
3.9 Risk Management is not simply a compliance issue but rather a way of viewing our 

operations with a significant impact on long-term viability. It is critical to success and 
a focal point for the Council’s Corporate Management Team and Councillors. It helps 
us to adhere to our Core Values and demonstrate openness, integrity and 
accountability in all of our dealings.   
 

3.10 By identifying and managing threats and opportunities through an effective Risk 
Management Strategy, the Council can increase the likelihood of success and 
reduce the likelihood of failure.  To be able to do this, we have set out risk 
management objectives and how we will achieve them.  This can be found in 
Appendix 1 of this report.   

 

4.0 WHERE WE WERE 
 
4.1 Improving the Council’s governance was identified as part of the RTI Plan when 

working with the Improvement and Assurance Board (IAB).  The IAB were supporting 
the Council until the spring 2022.  Even though Risk Management was not identified 
as being an issue, the Council has reviewed all aspects of governance to ensure all 
aspects are sound.  We have continued to implement our existing strategy/policy and 
applied continuous improvement across the ways we manage risk (one example 
being the introduction of the ‘4 Ts’ (Treat; Tolerate; Transfer; Terminate) into our risk 
registers.   
 

4.2 An audit was carried out by SWAP Internal Audit Team in the spring of 2019 
regarding Risk Management at the Council, with a report being produced in April 
2019.  The outcome was ‘reasonable’ and we have strengthened further since then. 
One of the recommendations was to update our Risk Management Strategy/Policy 
(the purpose of this report).  Incidentally this is the last of the recommendations to be 
completed.   
 

4.3 To do this, the Council has worked with peers from other Councils as well as using 
best practice from known organisations that are experts in the field.  These include 
the Institute of Risk Management, ALARM (Association of Local Authority Risk 
Management), our insurers, Audit Wales and the Government Finance Function 
(Orange Book).  This has enhanced our approach to opportunities (positive risk) by 
changing our matrix to include positive risk and risk appetite by increasing how 
robust our risk categories are.   
 

4.4 We have also used internal challenge as part of developing our Risk Management 
Strategy/Policy.  These include workshops with our Corporate Management Team 
(CMT), Senior Leadership Team (SLT), Scrutiny (Corporate Support & Resources) 
and the GAC.  This has helped the Council better understand its risk maturity and 
how we can strengthen in some areas.  We can also use lessons learnt and share 
ideas across the Council.   



 

4.5 We have also continued to develop and deliver training materials for Members and 
Officers.  This supports how we raise awareness and embed risk management.   

 

5.0 WHERE WE ARE NOW 
 
5.1 Outcomes from Scrutiny and the GAC are set out below and shows how the process 

has added value.   
  

Governance and Audit Committee 
You said ... We did ... 

Could the document be 
streamlined? 

We have combined some elements of the strategy/policy 
and moved elements to the appendices. 

Could the heatmaps be 
applied to service areas? 

Yes.  This is now being discussed in meetings with risk 
owners and will be used to support our risk process where 
needed. 

That quarterly reporting was 
supported. 

This has been supported by, and agreed with, the Cabinet 
Member.  This will start in the autumn of 2022.   

That strengthening our 
approach to opportunities 
(positive risks) is supported. 

These elements have been expanded upon following 
benchmarking against how other Councils apply these 
principles and then testing what approaches work best to 
meet our need.   The approach taken to 

describing our risk appetite 
is positive. 

Involving other Councils 
and best practice was 
positive. 

These elements have been expanded upon following 
benchmarking against how other Councils apply these 
principles and then tested against what approaches work 
best to meet our need.   

 
 

Corporate Support & Resources Scrutiny 
You said ... We did ... 

How will this be rolled out 
across the Council? 

Member training is already in progress.  SLT have been 
updated on existing approaches and proposed 
enhancements.  Risk management has been built into the 
manager’s curriculum that is being developed as part of the 
RTI Plan.  E-learning models (through Bob’s Business) is in 
place with additional e-learning modules to be launched.   

Can we get a better 
understanding of the 
process and how it applies 
to scrutiny and the GAC? 
 
How can we continue to 
improve scrutiny by using 
this strategy/policy? 

Time was spent in the scrutiny workshop to discuss various 
roles and how the strategy/policy applies to scrutiny and the 
GAC.  The Corporate Risk Register is being used in scrutiny 
forward work programme development through the topics 
being identified.  Further data can be provided to support 
scrutiny challenge and add value to mitigation of risk.  The 
risk escalation process was explained if risks are identified 
as part of the scrutiny process.   

Is there an easier way to 
illustrate opportunities 
(positive risk) when 
compared to threats 
(negative risk)? 

The opportunity risk matrix has been changed to reflect this.  
High opportunity risks are now blue then going through 
green, yellow, amber to red.  We have joined the two 
matrices together enabling us to add our ‘priority prism’ to 
focus on where we need to allocate our resources to 
address our risks (this improves our effectiveness and 
efficiency when using our resources).   



Risk identification 
approaches are positive. 

We are using these approaches when meeting with 
managers regarding risk registers.  Best practice and 
learning are being passed to others across the Council. 

Best practice is good to 
consider but is this 
strategy/policy fit with our 
aims? 

We have tested our approaches with the aims set out in the 
strategy/policy and they do fit.  However, we will keep this 
under review and will be flexible enough to change to 
continue to meet our need.   

Positive comments 
regarding integration. 

We will continue to apply the 5 ways of working to all our 
strategies. 

Can we consider more 
focused approaches when 
we increase our maturity? 

Yes, we will continue to benchmark and consider different 
ways to improve and meet our need.  However, we must 
make sure that we do this in a way that is sustainable, and 
people continue the journey of improvement.   

Positive comments about 
our approach to showing 
our risk appetite. 

These elements have been expanded upon following 
benchmarking against how other Councils apply these 
principles and then tested against what approaches work 
best to meet our need.   

 
5.2 Several improvements (within the scope of the existing strategy/policy) have already 

been put in place.  This includes strengthening our risk mitigation actions, 
benchmarking and use of best practice to inform our plans, increase in officer 
training and professional memberships, increased frequency of reviews of our risk 
registers, making risk a more regular focus at key meetings, increased peer working 
(internal and external) and increased training for Members and Officers.   
 

5.3 The main changes (enhancements to the existing strategy/policy) are set out below. 
 
Area of Change Description 

Introduction of 
inherent, residual and 
target risk. 

Inherent risk would be scored with no mitigation actions. 
Residual risk would be scored with mitigations actions. 
Target risk would be the score the Council want the risk to be at 
(being realistic). 
This approach will be applied across corporate and 
service/operational risk registers to better define our risks and 
allocate actions.  This will then be considered if appropriate to 
include for project risks. 

Enhancing our Risk 
Categories and Risk 
Appetite Statement. 

Risk Categories - Moving to focused risk categories will help with 
better defining our risk appetite.   
Risk Appetite - Defined through Risk Categories and Risk Appetite 
Level. 
We have spent time to define the categories and risk appetite 
levels.  This then forms our risk appetite matrix (appendix 1, page 
44).  This has resulted in far more descriptive risk appetite 
statements.   
We have the following risk stances when considering our risk 
appetite: 3 averse; 0 minimal; 3 cautious; 6 open; and 2 eager.  In 
other words, this shows that the Council is not averse to taking 
risks (generally takes an open risk appetite level) but is able to use 
its risk appetite and tolerances to do so in a way that supports 
delivery of objectives, priorities and achieving better outcomes for 
residents but also realises that an adverse stance is needed in 
critical areas such as safeguarding.   
 



We are able to use our risk appetite in addressing our risks at an 
operational, service and corporate level.  This means we are better 
placed to address our risk threats but also our opportunity risks.   

Embedding the risk 
process. 

Building on the work already done through the recording and 
analysis of risk, escalation, reporting, refocusing risk in existing 
processes and more focus on opportunity risks. 
Using our risk maturity to target continuous improvement. 
Regular monitoring and reporting will reinforce this. 
Training (including e-learning) will support this. 

Opportunities (Positive 
Risk). 

We have updated our matrix and introduced our ‘priority prism’ as 
explained above.  This will help how we allocate resources but 
also clearly differentiate between opportunities and threats in how 
present our risk reports. 

 

5.4 To ensure we are monitoring our improvement, SWAP Internal Audit Team carried 
out a follow up audit with the report being presented to the Council in July 2022.  
This showed sound improvement and the remaining action is to approve the Risk 
Management Strategy/Policy, as per the recommendations in this report. 

 

6.0 NEXT STEPS 
 
6.1 If Council approve this Risk Management Strategy/Policy, we will update associated 

documents and implement the changes.  We will ensure we apply the governance 
arrangements set out in the strategy/policy and report on progress.  We will report 
our performance as part of the GAC work programme and quarterly officer meetings 
(including updates and workshops with CMT and Cabinet as required).   

 
6.2 We will continue to work to delivery our objectives and meet our outcomes.  We will 

be aspirational but realistic using the SMART (Specific; Measurable; Achievable; 
Realistic; Time-bound) principle again as set out in the strategy/policy.   
 

6.3 Start our quarterly reporting process to the GAC.   
 

6.4 Use peer review and/or engage with SWAP Internal Audit Team to track our 
progress to achieving further improvement.   

 

7.0 FINANCIAL IMPLICATIONS 
 
7.1 There are no specific financial implications identified in this report.  Any financial 

implications arising from the delivery of the strategy/policy will be reported to 
Cabinet/Council as appropriate, including potential options for funding. 

 
 
 
 
 
 
 
 
 



8.0 INTEGRATED IMPACT ASSESSMENT 
 

8.1 Positive 
Impacts 

Negative 
Impacts 

Neutral/Not 
Applicable 

1. Merthyr Tydfil Well-being 

Objectives  
4 of 4 0 of 4 0 of 4 

2. Sustainable Development 

Principles - How have 

you considered the five 

ways of working? 

 Long term 

 Prevention 

 Integration 

 Collaboration 

 Involvement 

5 of 5 0 of 5 0 of 5 

3. Protected Characteristics 

(including Welsh 

Language) 

 
0 of 10 

 

 
0 of 10 

 

 
10 of 10 

 

4. Socio-economic 

Disadvantage 

 
0 of 6 

 

 
0 of 6 

 

 
6 of 6 

 

5. Consultation and 

Engagement 
Undertaken 

Due to be 
Undertaken 

Not Required 

1 of 1 0 of 1 
 

0 of 1 
 

6. Data and Evidence to 

inform the proposal 

Yes No 

 
1 of 1 

 

 
0 of 1 

 

7. Biodiversity and the 

resilience of Ecosystems 

 

 

Maintained Enhanced Reduced 
Neutral/Not 
Applicable 

0 of 1 0 of 1 0 of 1 1 of 1 

Summary 

The main 
positive impacts 
are: 

Concerning how the Well-being of Future Generations (Wales) Act 
2015 has been integrated into the strategy/policy and thus has a 
positive impact.  This means key considerations of the Act will be 
used when managing risk across the Council.   

The main 
negative impacts 
are: 

No negative impacts have been identified. 
 
 

 

 
ELLIS COOPER 
CHIEF EXECUTIVE 
 

COUNCILLOR GERAINT THOMAS 
LEADER OF THE COUNCIL 

 
 



BACKGROUND PAPERS 
Title of Document(s) Document(s) Date Document Location 

 
 

  

 

Does the report contain any issue that may impact the Council’s 
Constitution?  
 

Yes 

 
Consultation has been undertaken with the Corporate Management Team in respect 

of each proposal(s) and recommendation(s) set out in this report.  
 
 


